NMamaTka no 6e3onacHocTn B UHTepHeTe

Caiit CETEBUYOK.pd CETEBLMUOK

C KaxgbiM rogoM MOJSIoOEXM B WHTEpHeTe CcTaHoBUTbCA 6Gonblue, a
LUKONBbHMKN OOHW U3 CaMblX aKTUBHbIX MNonb3oBaTernen PyHeTa. Mexay Tewm,
NOMUMO OFPOMHOrO KofmnyecTtBa BO3MOXHOCTEW, VIHTEpHET HEeCET M npobrnemsbl.
3JTa namaTka gomkHa NnomMmoyb Tebe 6e3onacHo HaxoanTbCs B CETH.

KoMmnbloTepHble BUpYChbI

KomnbromepHbIl eupyc — 3TO pPa3HOBUAHOCTb KOMMbIOTEPHbLIX MNporpamm,
OTNNYNTENBHON OCODEHHOCTBIO KOTOPOW SABNAETCA CNOCOBHOCTb K PasMHOXEHMIO.
B pononHeHune K aToMy, BUPYCbl MOTYT NOBPELUTb UIN NOSTHOCTBIO YHUYTOXUTL BCE
dannbl U faHHble, MOAKOHTPOSbHbIE MOMb30BaTeNn, OT MMEHU KOToporo 6bina
3anylleHa 3apaxéHHasa nporpaMmma, a Takke MNnoBpeauTb UNU faxe YHUYTOXUTb
onepauuoHHYK cUcTemMy co Bcemu dannamum B Uerniom. B 6onblnHCTBE criyyaes
pacnpoCTPaHATCH BUPYCbl Yepe3 MHTEPHET.

Memoowul 3auiumol om 6peodoHOCHBIX RPOCPAMM:

« Wcnonb3yn coBpemeHHble onepaumoHHble CUCTEMbI, MMEKLLNE CepbE3HbIN
YPOBEHb 3aLNTbl OT BPEAOHOCHbLIX NPOrpaMm.

« [locTosHHO ycTaHaBnuBanW Navytm (UMdpPoBbIE  3annaTku, KOTOpble
aBTOMaTMYECKN YCTaHaBNMBAKTCA C Lenblo [OopaboTkuM nporpamMmbl) W
apyrme obHOBNEHNA CBOEN onepauuoHHON cucTeMbl. CkadnmBamn MX TOMbKO C
odmumnanbHoro camta paspabotumka OC. Ecnu cywecTtByeT pexum
aBTOMaTMYECKOro OGHOBIEHUS, BKITHOUN €rO.

. Pabotam Ha cBoemM KOMMNbHOTEPE MOAO nNpaBamMu Monb3oBaTens, a He
agMuHuUcTpaTopa. OTO He NO3BOMUT BONbLUMHCTBY BPEAOHOCHbLIX Nporpamm
MHCTaNMPoBaTbCHA Ha TBOEM MNEPCOHANIbHOM KOMMbIOTEPE.

« Wcnonbayn aHTUBUPYCHbIE nporpamMmmMHble NPOAYKTbI N3BECTHbIX
npousBoagunTenen, ¢ aBToMaTn4ecknm obHosrneHnem 6as.

« OrpaHnyb un3NYecKkMn 4OCTYN K KOMMbIOTEPY AS1S1 MOCTOPOHHUX NNL.

« Kcnonb3yn BHelHME HOCUTENU MHGOPMaUNK, Takne Kak doreLlka, AUCK unm
doann n3 MHTepHeTa, TONbKO U3 NPOBEPEHHbLIX MCTOYHUKOB.

« He oTkpblBan komnbloTepHble dansbl, MNOSIYYEHHbIE W3 HEeHaOEXHbIX
NCTOYHUKOB. [axe Te pannbl, KOTOpble npucran TBOW 3HakoMbIW. Jlydwe
YTOYHW Y HEro, oTnpasnsan nm oH Tebe umx.

YEM ONACEH
KOMIMbIOTEPHbIW BUPYC?

Mocne 33paxeHUA KOMNbIOTEPa BUPYC MOXET
aAKTUBM3MPOBATBLCA W Ha4YaTb BLINONHATL BPEAHbIE
[AeicTBuA NO YHU4TOXEHMIO NPOrpamm W AaHHLIX.

AKTMBM3aLMA BUpyca Moxer ObiTh CBR3aKa C
PasNU4HBIMK cobbITHAMM:
* Hacmynnexuem oNpedenéHHoU dams! unu Oxs Hedenu
* 3aMNyCKOM NPO2PaMMB!

* OMKDBIMUEM JOKYMEHMa “ /\\‘f\?s\
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Cetn WI-FI

Wi-Fi — 9TO He BMA Nepedayun OaHHbIX, HE TEXHOMOr4, a Bcero nuwb 6peHa,
Mapka. Ewe B 1991 rogy HugepnaHackas KoOMnaHus 3apeructpuposana bpeHpg
«WECA», 410 o0603Ha4ano cnosocoyeTaHue «Wireless Fidelity», koTopbIn
nepeBoauTCcs Kak «becnpoBogHas TOYHOCTb». [1o HaAWEero BpeMeHu gowna gpyras
abbpeBuatypa, KoTOpasa SBMAAETCH TakoM >Xe TexHorormen. OTo abbpeBunaTtypa
«Wi-Fi». Takoe Ha3BaHuMe bObINIO AaHO C HAMEKOM Ha CTaHOapT BbICLLIEN 3BYKOBOW
TexHukn Hi-Fi, 4To B nepeBoae 03Ha4aeT «BbICOKast TOYHOCTbY.

Ha, 6ecnnaTHbIM MHTEPHET-4OCTYN B Kadye, oTenax N asponoprax aAsnsercs
OTJINYHOM BO3MOXHOCTbIO Bbixoda B VIHTepHeT. HoO MHOrne akcnepTbl CHMTAKOT, YTO
obwenoctynHole Wi-Fi ceTn He aBnatoTca 6e3onacHbIMMU.

Cosembl no be3onacnocmu pavome 6 oomeoocmynnuvix cemsax Wi-fi.

« He nepepasan cBol NU4YHYyO MHGOpmMauuo Yepes obwenoctynHole Wi-Fi
ceTn. PaboTtas B HUX, XenaTtefbHO He BBOOAUTb Maponn AocTyna, forvHbl u
Kakne-To Homepa.

« Wcnonb3yn n oBHOBNAW aHTUBUPYCHbIE MporpaMmmbl U GpaHamayap. Tem
cambIM Tbl 06e3onacuwb cebs OT 3aKkadkm BUpyca Ha TBOE YCTPOUCTBO.

« [lpn ncnonbzoaHmmn Wi-Fi oTkntoun doyHkumo «Obwmn gocTtyn K dpannam u
npuHTEpam». [laHHaa (pyHKUKMSA 3aKpbiTa MO YMOMYaHWUIO, OQHAKO HEKOTOPbIE
nonb3oBaTenu akTUBUPYIOT e€ Ans ygobcTBa ucnonb3oBaHus B paboTte nnum
yyebe.

« He ncnonb3yn nybnuynein WI-FI ana nepegaym nuyHbiX gaHHbIX, Hanpumep
AN BbIXo4a B coumnanbHble CETU UMKN B ANTIEKTPOHHYIO MOYTY.

« Wcnonb3yn Tonbko 3awuuiéHHoe coeamHeHue 4depe3 HTTPS, a He HTTP,
T.e. npn Habope Beb-agpeca BBOAN MMEHHO «https://».

« B mobunbHOM TenedoHe oTknoun dyHkumio «logknoveHne k Wi-Fi
aBTOMaTuyeckn». He gonyckam aBToMaTMYECKOro NnogKMYEeHNA YyCTPOMUCTBA
k cetam Wi-Fi 6e3 TBoero cornacus.

F= )

WHTepHeT
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CoumnanbHble ceTu

CouyuarbHble cemu akTUBHO BXOOAT B HalUy XW3Hb, MHOMMe fitogu paboTtatoT
N XUBYT TaM MOCTOSAHHO, a B Facebook yxe 3aperncrpmposaH munnuapn YenoBex,
YTO ABMSAETCA OOHOMN ceabMON Bcex utenen nnadetbl. MHOrne nonb3oBaTenu He
MOHUMAIOT, YTO MHGOPMAaLUS, pasMeLLeéHHas UMW B COUMarbHbIX CeTAX, MOXET
OblITb HangeHa U MUCnonb3oBaHa KeM YrogHo, B TOM 4ucrie He obsas3aTenbHO C
bnarumm HamepeHNAMMI.

OcHoeHble coeembvl no 06e30nACHOCMU 6 CoUUuUAIbHbIX cemix.

« OrpaHnyb cnucok gpysen. Y 1ebsa B Apy3bsx HE OOSMKHO ObITb CrydYamHbIX U
HE3HaKOMbIX Noaen.

o 3awmiian cBOK YacTHY XM3Hb. He ykasbiBan naponu, TenedoHsbl, agpeca,
AaTy TBOEro poXAeHUs U OPYryt NUYHY MHpopmMaumio. 3royMblLLNEHHUKN
MOryT MCMOMb30BaTb faXe WMH(OpMauMio O TOM, Kak Tbl M TBOU poauTenu
nnaHvpyeTe NPOBECTU KaHUKYIbI.

« 3awmian CBOK penyTauuio — AepXn ee B YUCTOTe U 3agaBan cebe Bonpoc:
xoTen 6bl Thl, YTOObI ApyrMe nonb3oBaTenu BUAENN, YTO Tbl 3arpyxaellb?
[Mogyman, npexge Yem 4YTo-To onybrunkoBaTb, HaNMcaTb U 3arpysnTb.

« Ecnu Tbl roBopuwb C nogbMu, KOTOPbIX HE 3Haellb, HE UCMOMb3yn CBOE
peanbHOe MMSA U OPYryr0 NNYHYIO MHOPMAaLUNIO: NMS, MECTO XUTenbCTBa,
MecTo y4ebbl 1 npoyee.

« W3beranm pasmeweHus cdotorpadmn B VHTEpHeTe, rae Tbl U300paxeH Ha
MECTHOCTHU, MO KOTOPOM MOXHO ONpenesiMTb TBOE MECTOMNOSIOXKEHKE.

« [lpwn pernctpaummn B coumanbHON CETU HEOOXOANUMO UCMOSb30BaTh CITOXHbIE
naponu, coctoswme n3 6yke 1 LMdpP 1 C KONNYECTBOM 3HAKOB HE MeHee 8.

« [na coumanbHOM ceT, NOYTbl U APYrnMX CanToB HEOBXOOMMO MUCMONb30BaTb
pasHble naponu. Torga, ecnu Teb4a B3fiomMatoT, TO 3MI0YMbILLSIEHHUKN nony4yaT
AO0CTYN TONbKO K OAHOMY MECTY, a He BO BCe cpasy.

-~ 1 =0~
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ANEKTPOHHbIE AEeHbIU

OreKmpoHHble OeHbau — 3TO OYeHb YAOOHLIM cnocob nnaTtexen, ogHako
CYLLECTBYIOT MOLLEHHUKMN, KOTOPbIE XOTAT MNONYYUTb 3TU AEHbLIN.

OnNEKTPOHHbIE OEHbIN NOSABUNUCL COBCEM HEAABHO U MMEHHO M3-3a 3TOro BO
MHOIMMX rocygapcrtBax 4O CUX MOp He NPOnMcaHo Npo HMX B 3akoHax. B Poccum xe
OHM (PYHKUMOHMPYIOT, U O HUX YXKEe MPOonMcaHoO B 3aKOHe, rae Ux pasgensitoT Ha
HECKOJbKO BMJOB — aHOHMMHbIE N HeEaHOHUMHbIE. Pa3Huua B TOM, YTO aHOHUMHbIE
— 3TO Te, B KOTOPbIX paspellaeTcs npoBoAuTb onepauum 6e3 maeHTudpukaumm
nonb3oBaTensi, a B HEaHOHUMHbIX uAeHTMdMKauMsa nonb3oBaTens SABNSeTCA
oba3aTenbHON.

Takke crnegyeT pasnuyaTtb 3MeKTPOHHble (uaTHble [OeHbrn  (paBHbI
rocygapCTBeHHbIM BarnTaM) M 3NEKTPOHHbIE HeduaTHble LEHbIM (He paBHbI
rocygapCTBeHHbIM BantoTam).

OcHoeHble cosembl no 6e30naAcHOIl paﬁome C 3JICKIMPOHHbBIMU OeHb2aMu:

o [lpBaXKN K CHETY MOOBUIBHBIN TernedoH. 3TO cambi YO0OHbLIM N BbICTPLIN
cnocob BOCCTaHOBUTb AOCTYN K CYETY. [MpuBA3aHHbIN TenegoH MNOMOXeT,
ecnu 3abygellb CBOM NNATEXHbIM Naponb WM 3anMgéllb Ha calT C
HEe3HaKoMOro ycTpoucTaa.

« Wcnonb3yn opgHopasoBble naponu. [llocne nepexoga Ha  YCUINEHHYIO
aBTOopmsaumio Tebe yxe He OygeT yrpoxaTb OMacHOCTb Kpaxu unm
nepexeBaTta nraTéxHoro napons.

« Bblbepun cnoxHbln naposnb. MNpecTtynHnkam 6yaoeT TpyAHO yragaTb CIOXHbIN
naponb. HagexHble naponn — 3TO Naposnu, KOTopble cogepxaT He MeHee 8
3HaKoOB W BKMOYalT B Cebs CTPOYHble M MPONUCHble OyKBbl, UMUDPLI U
HECKONbKO CMMBOSIOB, TakMe Kak 3HaK gosninapa, oyHTa, BOCKIMLATENbHbIN
3Hak 1 7.n. Hanpumep, $tRONg!.

« He BBOAW CBOM NNYHbIE JaHHbIE HA canlTax, KOTOPbLIM HE AOBEpseLLb.

ONEKTPOHHbIE AEHbBIMN

X
(‘.; WebMoney
S [
1O 7

W ’

NEHbIN



https://147school.ru/7001

ANEeKTPOHHasA noyTa

AreKmpoHHasi rnoyma — 3T0 TEXHOSOMMS U NpefocTaBrdeMble ero YCryru no
nepecbinke U NOSTYYEHUIO 3NEKTPOHHbBIX COOBLLEHNIN, KOTOpPblEe pacnpeaensaTcs B
KOMMbOTEPHOM ceTU. OObIYHO OSIEKTPOHHLIM  MOYTOBbLIA  AWMK  BbIrNAgUT
cnegyowmumMm  obpa3oMm:  MMSA_Norb3oBaTend@uMa_foMeHa. Takke  Kpome
nepegaym NpocToro TekcTa, UMeeTcs BO3MOXHOCTb nepefasaTb oansibl.

OcHogHbvle cosemul no de3onacHoil pabome ¢ INeKMPOHHOU NOUMOU:

« Hapo BbIGpaTb NpaBubHLIN MOYTOBBLIN CepPBUC. B MHTEpHETE €CTb OrPOMHbIN
BbI6op H6ecnnaTtHbIX NOYTOBLIX CEPBUCOB, OAHAKO Nyylle AOBEPSATb TEM, KOro
3Haelb U KTO NepBbi B PENUTUHTE.

« He ykasbiBan B nMYHOM noyTe NMYHYO MHopmauuio. Hanpumep, nyduwe
BblbpaTb «My3blkanbHbIN_daHaT@» unn «pok2013» BMecTo «Temal3».

« Wcnonb3yn gByxaTanHylo aBTopm3aumio. OTO Korga NoOMUMO Maposiss HY>KHO
BBOAUTb KoA, Npuckinaemsiin no SMS.

« Bblbepu crnoxHbln naponb. [Ona kaxgoro rnovtoBOro siwjMka OOSHKEH ObiTb
CBOW HaAEXHbIN, YCTOMYMBLINA K B3/IOMY Naporib.

« Ecnu ectb BO3MOXHOCTb HanucaTb CamOMy CBOM JIUYHbIN BONPOC, UCMOSIb3YN
3Ty BO3MOXHOCTb.

« Kcnonb3yn HeECKONbKO NOYTOBLIX AWMKOB. [1epBbl ANA YaCTHOM Nepenucku ¢
agpecatamMn, KOTOpPbIM Tbl JOBepsellb. OTO 3NEeKTPOHHbIN agpec He Hago
MCNosib30BaTh MNPU perncTpauum Ha oopymax n cantax.

« He oTtkpbiBan dannbl U gpyrne BNOXeHUA B NUCbMax [aXe €ecrii OHU
ApUWM OT TBOMX Apy3en. Jlydwe yTOYHM Yy HUX, OTNPaBnany fnn oHn Tebe
3TN doannsbl.

« [locne okoH4YyaHMA paboThbl HA NOYTOBOM CepBUCE Nepes 3akpbiTUEM BKIIAAKKU
C CanTOM He 3abyab HaxaTb Ha «BbinTny.
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KnbepOynnuHr unm BUpTyasnbHoOe u3geBaTesfibCTBO

KubepbynnuHa —  npecnegoBaHne  cooOLleHnaMK,  cogepkaliumu
ockopbneHusi, arpeccuio, 3anyrMeaHme;  XynuUraHcTBO;  couunarnbHOe
GOMKOTUPOBAHME C MOMOLLbIO PA3NNYHBIX MHTEPHET-CEPBUCOB.

OcHognble cosemul no 00pvde ¢ KudepoOyIIUHZOM:

He Gpocanca B 6on. Jlydwmn cnocob: nocoBeToBaTbCA, Kak cebst BECTU W,
€CINn HeT TOoro, K KoMy MOXHO 0bpaTuUTbCH, TO BHavarne ycrnokoutbcs. Ecnu
Tbl Ha4yHELlb OTBeYaTb OCKOPOSIEHNAMU Ha OCKOPOMeHusi, TO TOSbKO elle
bonbLue pasoxKellb KOHQNKT.

YnpaBnan ceoen kmbeppenytaymnen.

AHOHMMHOCTb B ceTu MHMMad. CyLlecTBYT CNocobbl BbIACHUTb, KTO CTOUT
32 aHOHUMHbIM aKKayHTOM.

He cTouT BeCcTu XynuraHckmin obpas BUPTYyanbHOM XWU3HU. WHTepHeT
doMKCcUpyeT BCe TBOM OENCTBUS U COXpaHSeT ux. YoanuTb ux Oyaet kparHe
3aTpygHUTESTBHO.

NrHopupyn  eguvHudHbln ~ HeratuB.  OpgHopasoBble  OCKOPOUTENbHbIE
coobuweHna nyywe wurHopmpoBaTb. OObIMHO arpeccusa npekpailaeTca Ha
HavarnbHOW CTagun.

baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMWU COOOLLEHUSMU, B
coumarnbHbIX CEeTAX eCTb BO3MOXHOCTb 6SIOKMPOBKM OTMpaBKn COObLLEHNA C
ornpeneneHHbIX agpecos.

Ecnn Tbl cBugeteno knbepbynnuHra, TBOM LEWUCTBUS: BbICTYNUTb MNPOTUB
npecriegoBaTtens, nokasaTb €My, 4TO ero [OencTBus oOueHMBaKTCA
HeraTMBHO, NogaepXaTb XXepTBY, KOTOPOW HY)KHa NCMxXonorndeckas nomMoLb,
COOBLWMTb B3POCHbIM O pakTe arpecCMBHOIO NoBeAEHUS B CETH.

<
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MobounbHbLIN TenedoH

CospeMeHHble cMapmaoOHbl U rnaHwemsl copepXxaTt B cebe BMosiHe
B3POCIbIA (PYHKUMOHAMN, N Tenepb OHWU MOTYT KOHKYpMpOBaTb CO CTauMOHAPHbIMU
komnbtoTepamn. OgHaKo, CpeacTB 3alunTbl ANs NoA06HbIX YCTPOMUCTB NOKa OYEHb
Marno. TecTupoBaHMe U NOUCK YA3BUMOCTEN B HUX MPOMUCXOANT HE TaK MHTEHCUBHO,
kak ona K, To xxe camoe kacaetcsd U MOBUNbHbBIX NpunoxeHun. CoBpeMeHHbIe
MOBUNbHbLIE Bpay3epbl Y)Ke NPakTUYeCKn OOrHanu HacTofbHble aHanoru, o4HaKko
paclumpeHne yHKUnoHana BnevyéT 3a cobon B6oMbly CIIOXHOCTL U MEHbLUYHO
3alMLEHHOCTb. [laneko He BCe nNpov3BOAMTENM BbINyCKalOT OOHOBIEHUS,
3aKpblBalOLLNE KPUTUYECKME YA3BMMOCTU 1S CBOUX YCTPOUCTB.

OcHognwie cosembwl 011 0€30nACHOCMU MOOUNBLHO20 menedona:

« Hwuyero He aBnsieTcsa no-Hactosiwemy BecnnaTHbIM. Byab OCTOpPOXeH, BeOb
korga Tebe npegnaratoT GecnnaTHbI KOHTEHT, B HEM MOTYT ObiTb CKPbITbI
Kakne-To nriaTHble YCryru.

« [yman, npexge yem otnpasutb SMS, doTo unm Bngeo. Tbl TOYHO 3HaELb,
roe oHuM ByayT B KOHEYHOM UTOre?

« HeobxogmMmo o6HOBMATE ONepaLMOHHYI0 CUCTEMY TBOEro cMapTdoHa.

« Wcnonb3yn aHTMBUPYCHbIE NporpaMmmbl An9 MOBGUNbHbIX TenedOHOB.

« He 3arpyxan npunoXxeHust OT HEM3BECTHOrO MCTOYHMKA, BeOb OHWU MOryT
cogepxaTb BpeaOHOCHOEe nporpammHoe obecneyeHume.

« [locne Toro kak Tbl BblAdelWb C canTa, rge BBOAWUST NUYHYKO MHGOpMaLMIo,
3anaun B HacTpounkn 6paysepa n yganm cookies.

« [lepmnognyeckn NpoBepsiv Kakne nraTHble YCryrM akTMBUMPOBaHbl Ha TBOEM
HoMepe.

. [aBan cBon HoMep MobGunbHOro TenedoHa TONMbKO NOAAM, KOTOPbIX Thbl
3Haellb 1 KOMY JOBepsiellb.

« Bluetooth gomkeH ObITb BbIKMOYEH, Korga Tbl UM He nonb3yewbes. He
3abbiBan MHOrga NPoBeEpPSATb 3TO.




Online urpbli

CospeMeHHble  OHMalH-uepbl — 3TO  KpacoyHble, 3axBaTblBaloLne
pasBnevyeHuns, obbeanHsIWME COTHM ThbICAY 4YenoBeK MO BceMy Mupy. Urpoku
nccnenyT AaHHbIA UM MuUp, obLiatoTcss ApYyr C OPYroM, BbIMOSHAKT 3agaHus,
cpaxalTCcad C MOHCTpaMuM W nony4valT OonbiT. 3a yooBOMbCTBME OHM MNaTAT:
MNOKynatT AMCK, onfadvmBaroT aboHEMEHT nnu npuobpeTatoT Kakne-To onuumu.

Bce aTu cpeacTtBa nayT Ha noadepkaHve v pasBUTUE Urpbl, a Takke Ha camy
6e30nacHOCTb: COBEPLUEHCTBYIOTCH CUCTEMbl aBTOPU3aLWW, BbINyCKalOTCA HOBble
naTun (LMdpoBble 3annaTku Ans NPorpaMm), 3aKpbiBalTCs YSA3BUMOCTU CEpPBEPOB.
B nomobHbIX Mrpax CTOUT onacaTbCsi HE CTOMbKO CBOWMX COMEPHUKOB, CKOJIbKO
Kpaku TBOEro naporisi, Ha KOTOPOM OCHOBaHa cMcTeMa aBTopusaumm 6onbLUMHCTBA
nrp.

OcHoeHble coeenbl no 6e30naAcHOCMU ME0e20 ucpoe6oco aKKkayima:

Ecnn gpyron urpok BegeT cebs nnoxo unu cosgaet Tebe HenpuaTtHoCTK,
3ab10KMpymn €ro B CNMCKe UNPOKOB.

Moxanynca agMuHUCTpaTopaM Urpbl Ha MNJIOXoe NoBedeHue 3TOro Urpoka,
XenaTenbHO NPUNOXNTb KakMe-To AoKasaTenbCcTBa B BUAE CKPMHOB.

He ykasbiBan nM4Hyo MHopmauuio B npocanne nrpsbl.

YBaxan gpyrmx y4acTHUKOB MO urpe.

He ycTtaHaBnuBan HeouumnanbHble naTyn u Moapbl.

« Mcnonb3yn cnoxHble U pasHble Naponu.

« [axe BO BpeMda Urpbl HE CTOUT OTKMYaTb aHTUBMpPYC. lNoka Tbl Urpaellb,
TBOW KOMMbIOTEP MOryT 3apasuThb.

CLUADA

. —
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PULLMHI NN KpaXka NMUYHbIX OAaHHbIX

O6GbI4HON KpaXen AeHer U AOKYMEHTOB CErogHs YK€ HUKOro He YAUBKLLb, HO C pasBUTUEM
WHTEPHET-TEXHOMNOMMN  3IOYMbILUSIEHHUKM  NepeMecTunnuce B WHTepHeT, U1  npogornkatT
3aHMMaTbCa «nbuMbIM» Aenom. Tak nosiBunacb HoBasi yrpo3a — WHTEPHET-MOLLUEHHUYECTBO
UM OULLKHI, rMaBHad Ueflb KOTOPOro COCTOUT B MNOSIyMEHUW KOHMAeHUManNbHbIX OaHHbIX
nosib3oBaTenen — fOrMHOB 1 naponen. Ha aHrnunckom asblike phishing yMtaetca kak ULINHP
(ot fishing — pbIBHas noens, password — Naponb).

OcnogHble cosembl no dopvoe ¢ humunzom:

o Cnepgu 3a cBOMM akkayHTOM. Ecnn Tbl nogo3peBaellb, YTO TBOSI aHKkeTa Gbina B3nomaHa,
TO HeobxoaMmo 3abnokMpoBaTtb €€ 1 coobLWMTb agMUHUCTpaTopamM pecypca 06 3TOM Kak
MOXHO CKOpee.

e Wcnonb3ynm GesonacHble Beb-caviTbl, B TOM 4uCne, WHTEPHET-MarasmHOB U MOMCKOBbIX
CUCTEM.

e lcnonb3ynm cnoxHble U pasHble naponu. Takum obpasom, ecnv Tebs B3nomarT, TO
3M0YMBbILLSIEHHUKM MOMy4YaT OOCTYN TOMbKO K OOHOMY TBOEMY Mpodusto B CETU, a HE KO
BCEM.

o Ecnn 1eb6s B3nomanu, To HeobxooumMo npeaynpeauTb BCEX CBOMX 3HAKOMbIX, KOTOPbIE
nobaBneHbl y Tebs B Apy3bsi, O TOM, 4YTO TebGs B3nomanu n, BO3MOXHO, OT TBOEro UMeHM
OygeT paccbinarbcs crnam U CCbINIKU Ha (OULLNMHIOBLIE CalTbI.

e YcTtaHoBu HagexHbIn naponb (PIN) Ha MOBUNbHLIN TeNedoH.

o OTkntoum coxpaHeHne napons B 6payaepe.

e He oTkpbiBan dannbl 1 gpyrme BOXEHUS B NUCbMax AaXke ecriv OHW MPULLNK OT TBOMUX
apysen. Jlyyie yTOYHU Y HUX, OTAPaBAanu v oHn Tebe aTn dannoi.

UndpoBasa penyrauusa

Llucpposasi penymauyusi — 3TO HeratMBHas UnNu No3MTMBHasa MHopMauna B cetu o Tebe.
KomnpomeTupyowasa nHgopmaums pasmMelleHHas B HTepHeTe MOXeT cepbe3HbiM 0bpa3om
OTPasuTbCA Ha TBOeW peanbHou *u3HWU. «Lilndposas penytaumsa» — 3TO TBOM UMUK, KOTOPLIN
dopmmpyeTca M3 UHopmauumn o Tebe B MHTepHeTe. TBOE MECTO XUTenbCTBa, Y4EOLI, TBOE
bMHaHCOBOE MOMOXEeHMe, OCOBEHHOCTU XapakTepa W pacckasbl O OnuM3kux — BCE 3TO
HakansMBaeTCH B CETH.

MHorve nogpoCTKM NErkKOMbICIIEHHO OTHOCATCA K nybnukaumm nu4HOM WHopmauuun B
WHTepHeTe, He NOHMMasi BO3MOXHbIX MOCMeACTBUA. Thl AaXe HEe CMOXellb AoragaTbCa O TOM,
4yTO poTOorpadums, pasmeLleHHasn 5 neT Hasag, ctana nNnpUYNHON oTkasa NPUHATL TebA Ha paboTy.

KommeHTapun, pasmelleHme TBonx dpotorpadoum n apyrme eNCTBUS MOryT HE UCYE3HYTb
Aaxe nocne Toro, Kak Tbl UX yaanuub. Tbl He 3Haellb, KTO COXpaHun 3Ty MHdopmaLmio, nonana
N OHa B MOWCKOBbIE CUCTEMblI M COXpaHWNacb N OHa, a rMaBHOe - 4TO nogymarT o Tebe
oKpyXarllee nogu, Kotopble HangyT U yBMOAT 3TO. HanuTm mMH@opmMauuio MHOro neTt crnycrts
CMOXET Ntobon — Kak n3 gobpbix NOBYXOEHUIN, TaK U C HAMEPEHNEM NPUYMHNUTL Bped. ATO MOXET
ObITb KTO YrogHo.

OcHosnble cosemul no 3auwjume yudpoesoii penymayuu:

o [logyman, npexge 4yem 4TO-TO nNybnmkoBaTb M nepepasatb y cebsa B 6nore wunm B
couunanbHou ceTu.

o B HacTpoukax npoduns yCTaHOBM OrpaHUYEeHUs Ha MpoCMOTP TBOEro npoduna v ero
COOEepPXMMOro, caenamn ero TonbKo «Ang opysemn».

e He pa3mewan n He ykasbiBan MHGOPMaLUIO, KOTOpasi MOXET KOro-nmbo ockopbnaTtb nnu
obumxaTtb.


https://147school.ru/7001
https://147school.ru/7001

ABTOpCKOEe npaBo

CoBpeMeHHble  LWKOMbHUKM — aKTMBHble nosib3oBateny  uudpoBOro
npoctpaHcTBa. OaHako p[aneko He BCe 3HalT, 4YTO MNofib30BaHWME MHOMMMM
BO3MOXHOCTAMM  UUpoBoro  mMupa  TpebyeT  cobnogeHnsas npaB  Ha
NHTEeNNeKTyasnbHyt0 COBCTBEHHOCTb.

TepMuUH «uHmMernnekmyasnbHasi co6CmMeeHHOCMb» OTHOCUTCA K PasfUYHbIM
TBOPEHUSAM YernoBe4yeckoro yma, HauyMHasi C HOBbIX W300pEeTeHun u 3HaKoB,
0603HavYaLLMX COBCTBEHHOCTb HA NPOAYKTbI U YCMYrK , U 3aKaH4MBas KHUramu,
doTorpadusmun, KNHoUNbMamMm U My3blkanbHbIMU NPON3BEAEHUSMMU.

Aemopckue rnpaea — 3TO NpaBa Ha WHTENNeKTyanbHyl0 COOCTBEHHOCTb Ha
NPou3BeAEHMST Hayku, NUTepaTypbl U UCKyccTBa. ABTOPCKME MpaBa BbICTynawT B
Ka4ecTBe rapaHTUM TOro, YTO WHTENeKTyarnbHbIA/TBOPYECKUA Tpyd aBTopa He
OyoeT HanpacHblM, AacT emy crnpaBennvBble BO3MOXHOCTU 3apabotaTb Ha
pesynbTaTax CBOEro TpyAda, MNOMyYuMTb W3BECTHOCTb W NpusHaHue. Hukto 6Ges
paspelleHnss aBTopa He MOXeT BOCMPOU3BOAUTb €ero  Npou3BeaeHue,
pacnpocTpaHsATb, MNyONMMYHO [OEeMOHCTPMpOBaTb, NpoAdaBaTb, WMMNOPTMPOBATh,
nyckaTb B NpokaT, NybrnuM4yHO WCNOMNHATb, MOKa3biBaTb/UCMONMHATL B adupe unm
pasmewaTb B MIHTepHeTe.

Mcnonb3oBaHue «MMpaTCcKoro» nporpamMmmMmHoro obecneyveHuns MOXeT
npmnBecTn K MHOrMM puUCKaM: OT NoTepn daHHbIX K TBOMM aKKayHTaM 0O 6J'IOKVIpOBKVI
TBOEro yCTpOVICTBa, roe yCraHoBJIEHHaA He JneraribHada rnporpamMmma. He cTtout Takke
3abbiBaTb, 4TO CywecCTBYyOT JerarnbHble U OecnnaTHble nporpamMmmsbl, KOTOpble
MO>XHO HanTU B CETM.

O nopTtane

CeTeBn4oK.pdb — TBOW NaBHbIM COBETYMK B CETU. 3aechb
Tbl MOXELUb y3HaTb 0 6e30MacHOCTU B CETWU MOHATHbLIM U
AOCTYMHbIM S3bIKOM, @ MPW BO3HUKHOBEHUM KPUTUYECKOWN
cuUTyaumm obpaTuUTbCs 3a COBETOM.

OpraHusatop npoekta — «bnor wkonbHOoro BcesHankn» www.e-parta.ru
NHdopmaLmMOHHO-No3HaBaTesIbHbIN nopTan ans nogpoCcTKOB.

Mpn nogaepxke HI1 «Jlura 6e3onacHoro nHTepHeTa», [ocyaapctBeHHas [yma PO
n Coset ®epepauum PO. [NpoekT nmeeT NosioXnTenbHOE 3KCNepTHOE 3aKioyeHne
MwuHuctepcTBa obpasoBaHus N Hayku PO.
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